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(57) Abstract: 

PURPOSE: To disable the use of a stolen portable 
terminal by outputting a system lock request from a 
network to the terminal based upon information from an 
owner of the terminal and allowing the terminal to 
delete its all internal data. 

CONSTITUTION: An owner of a stolen radio portable 
terminal 1 1 transmits information to which the terminal 
ID of the terminal 11 to an information center 14 
through another radio portable terminal 12 or a wired 
terminal 13. The center 14 transmits an ID check request 
command to which the terminal ID of the terminal 11 is 
added through a radio base station 1 5. When a respose is 
returned from the terminal 11, the center 14 transmits a 
system lock command to the terminal 11. Thereby the 
terminal 11 erases all the contents of an owner's 
personal data storage RAM backed up by a battery and 
then returns a system lock completion response to the 
center 14. The center 14 returns system lock completion 
information to the owner of the terminal 1 1 . 
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Abstract 

Purpose: To make a terminal unusable through network so as not 
to be used unfairly when the terminal is stolen in a radio 
portable terminal - 

Constitution: An owner of a stole radio portable terminal makes 
burglary notice from the other terminal to an inf ormation center 
controlling the portable terminal. Receiving this notice, the 
information center sends system lock request to the objective 
terminal. Thus, the stole portable terminal deletes all 
internal data. 

[0008] 

Means for Solving Problem 

The present invention prevents unauthorized access to 
network and reference of internal data by making the lost or 
stole radio portable terminal locking state (unusable state). 
Therefore, in a method for preventing unauthorized use of the 
radio portable terminal of the present invention, the 
above-mentioned object is achieved by making the portable 
terminal locking state with the use of means for noticing the 
effect from the owner to the portable terminal through radio 
network before the radio portable terminal obtained by third 
party is used unfairly. 
[0009] 
Operation 
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When the fact that burglary occurred is noticed to the 
information center, the information center finds the stole 
terminal and transmits request for deleting internal data to 
the stole terminal after confirmation of the party, thereby 
making the stole terminal system lock. Thus, unauthorized use 
of the stole portable terminal may be prevented. 
[0010] 
Example 

A example of the present invention will now be described 
below with reference to the drawings. 
[0011] 

Fig. 1 is a constituent diagram of the system of the radio 
portable terminal system in which a subsystem for preventing 
unauthorized use of the radio portable terminal of the present 
invention is contained. Fig. 2 is a block diagram of the radio 
portable terminal of this system. Fig. 3 is a figure showing 
communication sequence between the radio portable terminal and 
the information center. 
[0012] 

First, constitution of hardware of the radio portable 
terminal will be described below with reference to the block 
diagram of Fig. 2. 
[0013] 

The radio portable terminal is comprised of a CPU 21 
controlling the whole system, a ROM 24 in which control program 
and the like are stored, a RAM 22 for work that control program 
use, a RAM 23 for storing data in which personal data such as 
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directory, schedule and the like is stored, a display 25 for 
displaying information and operation, a input device 2 6 for 
inputting data and a radio module 2 7 for making control of radio. 
[0014] 

Data inputted by the input device 2 6 is stored in the RAM 

23. 

[0015] 

Generally, since the RAM 23 is backed up by a battery, 
data therein is not deleted if power source is turned off. When 
data is transmitted with radio, data is sent from RAM 22, 23 
and the ROM 2 4 to the radio module 2 7 through a system bus. 
[0016] 

Next, constitution of this system will be described below 
with reference to Fig. 1. The radio portable terminals A (11) 
and B ( 12 ) are registered in the information center 14 . A wired 
terminal C (13) is a terminal capable of access to the 
information center 14. A radio base station 15 and the 
information center 14 are connected by wired network 16. 
[0017] 

Now, assuming that a certain person has the radio portable 
terminal A (11) and is robbed. The owner of the radio portable 
terminal A (11) accesses to the information center 14 by the 
terminal B (12) of the other person or the wired terminal C (13) 
in order to notice the fact that burglary occurred to the 
information center 14. The case where access is made by the 
wired terminal C (13) will be described below with the notice 
sequence diagram of Fig. 3. 
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[0018] 

Connection request in which ID, a phone number and 
password are added is transmitted from the wired terminal c ( 13 ) , 
and when the information center 14 receives it, the center 
returns connection completion response (301 in Fig. 3), 
[0019] 

After connection completion to the information center 14 , 
notice of burglary in which terminal ID of the radio portable 
terminal A (11) is added is transmitted to the center 14 (302 
in Fig. 3). The information center 14 which received notice 
of burglary returns command ascertainment response to the wired 
terminal C( 13) and then transmits ID ascertainment request 
command in which ID of the stole terminal is added through the 
radio base station 15 in order to ascertain whether the stole 
terminal is in communication capable state (waiting state) (303 
in Fig. 3) . When the stole terminal A(ll) is in communication 
capable state, ID notice response is returned. 
[0020] 

The information center 14 which ascertained ID notice 
response transmits system lock request command since the stole 
terminal A( 11 ) is specif ied (3 04 in Fig. 3). The stole terminal 
A(ll) which received this command deletes contents of the RAM 
23 and then transmits system lock completion response to the 
information center 14. 
[0021] 

The information center 14 which ascertained system lock 
of the terminal notices the fact that the terminal became 
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locking state to the wired terminal C(13) by system completion 
notice (305 in Fig. 3). Here, since internal data of the stole 
terminal A(ll) is deleted, security of the terminal is kept. 
[0022] 

Effect of the Invention 

As described above, in the subsystem for preventing 
unauthorized use of the radio portable terminal of the present 
invention, since the terminal is made locking state by sending 
command from the owner to the terminal through radio network 
before the radio portable terminal obtained by third party is 
used unfairly, third party cannot access to radio network and 
refer internal data such as directory after lost or burglary 
of the portable terminal. Therefore, security of the terminal 
is kept . 
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